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Cryptographic functions Key management Random number generation
- Encryption / decryption - Key import & export - Pseudo-random numbers based on
- MAC generation / verification - Key generation true random seed

- Hashing - Key derivation

- Signature generation / verification - Key exchange

Memory checks Monotonic counters Secure time base

- Memory verification at start-up - Incrementing and reading volatile & - Secure tick to host
(secure boot) non-volatile counters

- Memory verification at run-time

Administration Secure network protocols
- System initialization & configuration - SSL/TLS offload

- Functional tests - IPsec offload

- Security policy manager

- Service updates & extension
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Implementatior
Tier1 | SW Vendor ECU Functions & Features

Py Support
Technical support
Security Manager =
- Integration @
p C - Tier1 / SW Vendor
NMP soitware Security Service Handler (Driver)

Object / Source code

tessaging Unit'

Security Subsystem t hamd Mamory

Custom
Native e
NMP Fimware

Firmware

. Secunly Services Executable (binary)
Executable (binary)
Operating System

Cryplo / System jeps i :
: Secure Files Root of Truslt CUDDO
Resources . w Support

Trust provisioning
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HSE firmware variant Standard HSE Firmware - Premium

Key types (max key size)

Number of keys

Key import

Key export

Key generation

Key derivation

Key exchange

Public key certificates

AES encryption & decryption

AES authenticated encryption & decryption

Hashing

MAC generation & verification

AES (256 bits)
RSA (2048 bits)
ECC (256 bits)
HMAC (512 bits)
DH (2048 bits)

RAM keys: 20
NVM keys: 12(asym) + 40(sym)

AES (256 bits)
RSA (4096 bits)
ECC (521 bits)

HMAG (1152 bits)
DH (4096 bits)

RAM keys: user configurable
NVM keys: user configurable

SHE key update protocol # Plain form or AES / RSA encrypted / CMAC authenticated or RSA / ECC signed
RAM key export according to SHE protocol / AES / RSA encrypted # CMAC authenticated or RSA / ECC signed

SHA-1, SHA-2 (all digest sizes)
Miyaguchi-Preneel

CMAC HMAC GMAC

RSA and ECC key pair generation
Standard KDF and TLS PRF
Classic DH and ECDH(E)
Extraction of key values & properties supported
ECB CBC CTR OFB CFB XTS
CCM GCM
# SHA-3P (all digest sizes)

+ XCBC-MAC

Signature generation & verification RSA PKCS-15 and PSS, ECDSA!, EdDSAZ
RSA encryption & decryption PKCS-1.5 and OAEP
ECC encryption & decryption ECIESH
Random number generation AIS31 and FIPS 140-2 compliant
Number of memory regions verified 4 Max. 32
Protocol Offloads IPsec
I and user curves ' Not hardware accelerated
1 Curve Ed25519 1 Supported via combined services
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